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EXECUTIVE SUMMARY
Systemic risk is associated with cascading impacts that spread within and across systems 
and sectors (e.g. ecosystems, health, infrastructure and the food sector) via the movements 
of people, goods, capital and information within and across boundaries (e.g. regions, 
countries and continents). The spread of these impacts can lead to potentially existential 
consequences and system collapse across a range of time horizons. Globalization 
contributes to systemic risk affecting people worldwide. The impacts of climate change or 
COVID-19 show how the challenges of addressing systemic risk go beyond conventional 
risk management and governance. Critical system interdependencies, amplified by 
underlying vulnerabilities, highlight that there is a growing need to better understand 
cascading impacts, systemic risks and the possible political (governance) and societal 
responses. This includes improving our understanding  of the root causes of systemic 
risk, both biophysical and socio-economic, and related information needs. Addressing 
contemporary challenges in terms of systemic risk requires integrating different systems 
perspectives and fostering system thinking, while implementing key intergovernmental 
agendas, such as the Paris Agreement, the Sendai Framework for Disaster Risk Reduction 
and the Sustainable Development Goals.

This Briefing Note represents an integrated perspective of climate, environmental and 
disaster risk science and practice regarding systemic risk. It provides an overview of the 
concepts of systemic risk that have evolved over time and identifies commonalities across 
terminologies and perspectives associated with systemic risk used in different contexts. 
Key attributes of systemic risk are outlined without prescribing a single definition, and 
information and data requirements that are essential for a better and more actionable 
understanding of the systemic nature of risk are discussed. Finally, the opportunities to 
connect research and policy for addressing systemic risk are highlighted, followed by 
recommendations for future work in science, policy and practice on systemic risk. The 
Briefing Note is based on insights and knowledge gained from an expert workshop, 
literature review and expert elicitation.
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SYSTEMIC RISK: 
WHY DO WE NEED TO CARE? 
Understanding and managing systemic risk is more important than ever due to our 
immense global connectivity, whether between sectors, such as food–health–water–
energy, countries and continents, or even between individuals (Gaupp, 2020). Although 
the notion of systemic risk is several decades old (Faulhaber et al., 1990), the term is used 
in diverse ways across different disciplines (e.g. financial systems, medicine, Earth system 
sciences, disaster risk research and climate science). Triggered by the repercussions of 
the global financial crisis of the late 2000s, and more recently the COVID-19 pandemic, 
which are clear realizations of systemic risk, the perception of systemic risk has often 
focused on global and catastrophic or even existential risks (e.g. Helbing, 2013; World 
Economic Forum, 2021). Systemic risk, however, can be seen as a feature of systems at 
all possible scales – global, national, regional and local – with system boundaries varying 
depending on the context. 

The systemic nature of risk (or systemic risk) is based on the notion that risk, for instance 
arising from a policy, response action or a hazard event (for definitions see Murray et al., 
2021), depends on how the elements of the affected systems interact with each other. 
These interactions either aggravate or contain the overall effect of the constituent parts, 
creating the potential for cascading impacts on system elements far from the first impact. 
Interactions occur through positive or negative feedback processes that can lead to system 
malfunction or even collapse. Systemic risk is different from conventional risk and thus 
challenges well-established approaches to risk analysis and risk governance that seek to 
analyse and manage by addressing individual elements of a system or sub-systems as 
though they are or act in isolation (Cutter et al., 2015).

Systems can be affected by critical events or shocks (see examples in Figure 1) that occur 
outside or within the system. Furthermore, the design and evolution of systems, like the 
financial or food system, can create risks as well as opportunities that make elements 
of the system more resilient towards external shocks. For example, the pursuit of ever 
more efficient food systems has resulted in greater reliance on trade to compensate for 
local or national production gaps or to absorb over-supply (Otto et al., 2017; UNDRR, 
2019). This so-called efficiency of the system (often eliminating the contexts relevant to 
the functioning of the system) contributed to reduced grain storage and thus to a reduced 
buffer against unplanned outcomes, which likely contributed to price spikes and cascading 
risk throughout and beyond the food system in 2008–2012 (Puma et al., 2015; Laio et al., 
2016; Schewe et al., 2017).

Recognizing its relevance to many current challenges, a wealth of recent publications 
has picked up on the topic of systemic risk. For instance, the Global Assessment Report 
on Disaster Risk Reduction (UNDRR, 2019), as well as the International Council of Risk 
Governance (Florin and Nursimulu, 2018), take a close look at the drivers of systemic risk, 
its governance and the future emergence of such risks (see also Centeno et al., 2015). 
The Intergovernmental Panel on Climate Change (IPCC) is moving from what could be 
characterized as a static framing of risk as a function of hazard, exposure and vulnerability 
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to a more dynamic characterization where responses to risks with potential side effects, 
and interactions between risks, are more strongly considered (Reisinger et al., 2020; 
IPCC, 2022). The Integrated Research on Disaster Risk programme has compiled the 
comprehensive Framework for Global Science in Support of Risk-informed Sustainable 
Development and Planetary Health (ISC-UNDRR-IRDR, 2021) that focuses on complex 
impacts and systemic risk from a multi-hazard and disaster risk perspective. Furthermore, 
the United Nations Development Programme (UNDP) is considering systemic risk from a 
social construction perspective (Maskrey et al., 2021). In the context of climate change, 
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BOX 1 
COVID-19 and climate change as systemic risks: 
Learning from EU CASCADES and RECEIPTS projects 
(Van den Hurk et al., 2020)

What do the COVID-19 pandemic and climate change have in common? Both can disrupt societal 
systems and global networks and can have amplifying effects through systems. On the one hand, 
COVID-19 has highlighted the ability and willingness of different stakeholder groups, such as 
governments, experts and the public, to respond rapidly and substantially to a global and local crisis, 
and how recovery measures could contribute to future resilience and socio-economic sustainability. 
On the other hand, the shock to national, regional and global economies from COVID-19 hampers 
investments and development aid that are needed to increase societal resilience against impacts from 
climate change. 

Debt levels are likely to increase, particularly in countries facing the double effects of COVID-19-
related lockdowns and declining export revenues. COVID-19 raised the awareness of our reliance 
on international networks to exchange goods, services and capital. It encouraged political leaders 
challenged by globalization to rethink the balance between local and global action. It also reminded us 
of the importance of well-functioning systems, such as supply chains, health care, food, social security 
and education.

Most climate risk assessments and adaptation strategies focus on nations and sectors, addressing 
clearly identified risks, actors and options to reduce risk. However, the systemic and transboundary 
nature of many climate change drivers requires system transformation and better preparation for 
cascading risk from climate change leading to systemic impact. Governments, public and private 
sectors as well as civil society organizations trying to anticipate future disruption must take a systemic 
perspective when designing policies or measures to reduce and manage these risks. By putting 
emphasis on the implementation of the Sustainable Development Goals, especially in lower- and 
middle-income countries, and hence reducing key underlying vulnerabilities, the world would be in a 
better position to respond to and reduce systemic risks, such as those that can be triggered by climate 
change impacts and pandemics.
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for instance, it can be misleading to describe climate and weather extremes as the cause 
of disasters (e.g. Ismail-Zadeh, 2021). Given that disasters are caused by pre-existing 
fragilities and inequalities on the ground, place-based vulnerabilities and their socio-political 
causes need to be dealt with in order to understand and manage systemic risks (Lahsen 
and Ribot, 2021). A systemic risk perspective will also be key for ensuring sustainable 
and resilient future development (Reichstein et al., 2021), which has been the focus of 
three major global agreements adopted in 2015: the Sendai Framework, the Sustainable 
Development Goals and the Paris Agreement (cf. Handmer et al., 2019). 

Contemporary challenges, such as climate change, biodiversity loss or the COVID-19 
pandemic, are all interconnected, interdependent and rooted in patterns of thinking 
that struggle to internalize complexity and uncertainty (see e.g. Box 1). This requires a 
fundamental change of the underlying narrative from, for example, ‘Problems are to be 
solved by suppressing complexity and eliminating inconvenient contexts’, to ‘Problems are 
paradoxes to be mutually understood and addressed holding trans-contextual perceptions’ 
(Bateson, 2016). In this context, current scientific and societal endeavours to address 
complex problems, such as the climate crisis, draw attention to the interacting domains 
of transformation to sustainability, which encompass the practical, political and personal 
spheres of transformation (O’Brien and Sygna, 2013; O’Brien, 2018). 

From the perspective of climate, environmental and disaster risk science and practice on 
systemic risk, this Briefing Note provides in the following sections a review and discussion of 
the attributes of systemic risk, information needs for understanding and modelling systemic 
risk, opportunities for research and governance of systemic risk, and future perspectives. 
The Briefing Note reflects expert elicitation from the global networks represented by 
members of the Knowledge Action Network for Emergent Risks and Extreme Events (Risk 
KAN), which is a joint initiative of the World Climate Research Programme (WCRP), the 
World Weather Research Programme (WWRP), Future Earth and Integrated Research on 
Disaster Risk (IRDR), as well as the Global Risk Assessment Framework (GRAF) working 
groups of the United Nations Office for Disaster Risk Reduction (UNDRR) and the Society 
of Risk Analysis (SRA).



ATTRIBUTES OF SYSTEMIC RISK

2.1 Evolution of the debate on systemic risk

Research on systemic risk originally emerged within complexity science. This began in the 
early 1950s, making great progress over time (see, for example, the review by Castellani, 
2018). What set complexity science apart was that it did not belong to one specific field. 
Instead, it was developed by and across different scientific disciplines, with important 
contributions from cybernetics (e.g. Wiener, 2019), biology (e.g. Varela et al., 1974), 
ecology (e.g. Holling, 2001), sociology (e.g. Luhmann, 1995) and economics (e.g. Haldane 
and May, 2011), to name but a few (see Figure 1).

At first, systemic risk was conceptualized in the context of network dynamics. The approaches 
ranged from purely mathematical models that were assuming a specific network structure, 
through to agent-based models that depicted network structures by means of individual 
agents (the network structure is itself an emergent phenomenon). The application of these 
models to real-world problems was limited, focusing on pandemic outbreaks (Epstein, 
2009) or fishery or ecological aspects. Such risk models were largely used to model impact, 
such as epidemiological models capable of showing the spread of a virus with certain 
characteristics within a specific environment. However, these models were not designed 
to model the systemic nature of risk, or the anticipation of systemic risks. The concept of 
systemic risk and its application to ‘wicked problems’ (Rittel and Webber, 1973) has gained 
more attention in the 2000s. This is probably attributable to events such as the financial crisis 
in 2007/08 and climate-related impacts. These events increased awareness of how specific 
events (such as physical hazards, or economic or geopolitical events) have knock-on effects 
across regions and sectors through interconnected and interdependent systems, causing 
unmodelled losses and potentially systemic collapse. Yet risk analysis and risk modelling 
have been largely unconcerned with these relational and procedural aspects of risk that 
cause cascading failure.

Figure 1 provides an overview of the continuously evolving debate from research and 
policy-making perspectives. The graphical representation is based on expert input from 
the Risk KAN and SRA. It is indicative of discursive developments in science and policy-
making and does not imply an exact or proportional representation in terms of the number 
of publications or exact timing of the science emerging from different disciplines.

In 2003, the Organisation for Economic Co-operation and Development (OECD) began 
using the category of systemic risks to account for risks that threaten society’s essential 
systems, such as infrastructure, health care and telecommunications (OECD, 2003). 
This was a major milestone because the concept consequently became visible outside 
academia and gained traction in policy-making. Another seminal work was published in 
2003 on systemic risks in banking, stressing the importance of knock-on effects caused by 
systemic interdependencies, leading to breakdowns of entire systems that could happen 
at a national or transnational scale (Kaufman and Scott, 2003, p. 372). However, systemic 
risks manifest at all scales. Therefore, scholars (Aven and Renn, 2020) suggest that 
systemic risks have to be differentiated at the regional, national and global level (Centeno 
et al., 2015; Aven and Renn, 2020). Thus, research has often been targeted towards 
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FIGURE 1: Overview of the evolving debate on systemic risks, including a selection of major events that triggered 
research on aspects of systemic risk, the disciplines in which systemic risk is covered or mentioned, and 
institutional actors and reports driving research agendas on the topic of systemic risk (based on a non-exhaustive 
literature review (see also Annex I) and expert elicitation).

systems failure and breakdowns as well as towards systemic interdependencies leading 
to knock-on effects. Systemic risks may spread from one sector or dimension, such as 
public health, to another, such as economy and finance, to others still. These cascading 
effects can be channelled through different transmission pathways (Naqvi et al., 2020), 
raising the question of how these transmission pathways can be identified and controlled.

2.2 Characteristics of systemic risk

Scholars have provided a detailed discussion on the broad-based features of systemic risk 
(Schweizer and Renn, 2019; Renn et al., 2020; Schweizer, 2021). Figure 2 builds on this 
work with a synthesis of the existing terminology for key attributes of systemic risk. These 
can be broadly categorized under five themes relating to the scale of the system, the level 
of system understanding, the relationship of the elements within a system, transboundary 
effects and the outcomes of systemic risk. This categorization of key attributes is based on 
the review of current available definitions of systemic risk (see Annex I). Different wordings 
have been used for the attributes depending on scientific discipline and/or target group(s).

A key attribute of systemic risk is that it can transgress spatial and sectoral boundaries 
with other systems, sectors and geographical regions, thus leading to cascading effects 
(Schweizer and Renn, 2019; Renn et al., 2020; Schweizer, 2021). Furthermore, systemic 
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FIGURE 2: Synthesis of definitions concerning systemic risk based on the literature compiled in Annex  I. Below 
each key attribute is a non-exhaustive list of terms/words used to describe or refer to the overarching theme in the 
reviewed literature (see Annex I).

risks tend to be attenuated rather than amplified in public perception due to various 
factors, such as risk perception not being linearly calibrated to the seriousness of the risk 
due to lags in cause and effect (Schweizer et al., 2021). This factor seems particularly 
prominent in the climate change discourse between emitters of greenhouse gases and 
places where the impacts of climate change are most acutely felt (see Box 2). Systemic 
risks are caused by interdependencies in complex coupled systems. In most cases, these 
interdependencies cannot be discovered directly by people’s day-to-day experiences. For 
instance, communities that have directly experienced damages from weather extremes 
are more prone to invest in climate change adaptation than communities that have not 
been affected (Amundsen and Dannevig, 2021). Even more difficult for many people to 
grasp are consequences of remote weather extremes that are transmitted through the 
system. An example of this would be a drought affecting crop yields in some regions and 
leading to increases in food prices or food shortages in other areas, that in turn can trigger 
social unrest and challenge local or national policy interventions (Gaupp, 2020).

Without day-to-day experiences as a guiding yardstick, risk perception is influenced by 
trust in science and other institutions, such as government and regulation. In the case of 
systemic risks, causality is obscured by the multitude of intermediary factors and increasing 
lack of predictability in their relationships. Together with the increasing fragility of public 
trust in institutions, these unpredictable and counter-intuitive relationships often lead to 
the social attenuation of systemic risks. This reflects society’s tendency to underestimate 
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systemic risk rather than to reduce the force, effect or value of it (Schweizer et al., 2021). 
For instance, scientific evidence pointing towards the systemic risks of climate change have 
been available since the 1970s. However, even now that social mobilization has resulted in 
a broader acknowledgement of climate change as a severe threat (as shown by campaign 
groups like Fridays4Future, Extinction Rebellion), currently-implemented climate change 
mitigation policies are still insufficient to meet the goals of the Paris Agreement (IPCC, 2018, 
2021; Lenton et al., 2019). Scholars claim that the characteristics of systemic risk, such as 
the transgression of geopolitical boundaries and an emphasis on the interconnectedness 
of system elements (Figure 2), set systemic risks apart from other risks and challenge 
established governance arrangements (Frank et al., 2014; Renn et al., 2020).

Therefore, a major challenge when analysing systemic risks is the issue of focus. As 
systemic risk speaks to cross-systems and transboundary drivers and impacts, it is crucial 
to be specific about the systems under consideration and what they incorporate (including 
what is unclear or unknown about a system) and its boundaries or transboundary effects. 

BOX 2 
Case study: Addressing global and systemic risk with 
local climate planning in Mexico (based on Torres et al., 2021)

Mexico loses more than USD 2 billion per year due to climate-related disasters but has put forward one 
of the least ambitious Nationally Determined Contributions (NDCs) among G20 nations (Government 
of the Republic of Mexico, 2015).

Mountainous areas, which are home to nearly a billion people globally and cover one-quarter of 
the global landmass, are particularly vulnerable to a range of climate-related risks, including more 
frequent and intense flooding. These risks can compound existing vulnerabilities, especially in urban 
areas, putting development needs in jeopardy. Recognizing the global and systemic nature of these 
risks, the city of Xalapa, in a mountainous region of southern Mexico, was one of the first places in 
Latin America to prepare a local climate action plan back in 2010. The city developed alternative 
approaches to urban development, including ‘green’ and ‘blue’ ecosystem or nature-based solutions 
in place of conventional ‘grey’ infrastructure. Projects and policies include solutions based on green 
infrastructure and nature-based solutions (silvo–pastoral food production and forest conservation, 
urban food gardens, infiltration pathways, natural wetland recovery), ‘light grey’ infrastructure 
(rainwater collection), changes in governance and institutional arrangements (such as urban planning 
regulations), and the promotion of new community-based approaches (the deployment of small-
scale water collection tanks). By implementing this diverse set of adaptation strategies, Xalapa 
shows how the institutionalization of local climate policies can foster incrementally more ambitious 
action over time and a wider range of social and environmental benefits. By recognizing the global 
and systemic nature of the challenges related to climate change, and with the support of forward-
looking policies, stakeholders can play a key role in helping communities reduce local vulnerabilities 
while transitioning to a zero carbon resilient future. 
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It is also important to reflect on these assumptions. These considerations are important for 
creating an analytical focus on the type and number of variables and degrees of freedom 
for the analysis. However, the analytical focus and the boundaries of analysis change 
as research progresses and/or the systemic risk evolves. The boundaries can be, for 
instance, spatial or political (e.g. regions, countries) or sectoral (e.g. economic sector). As 
discussed by Aven and Renn (2020) as well as Hochrainer-Stigler et al. (2020), the system 
itself can be of any type and at all possible scales, from local to global. Therefore, an 
integrated approach towards risk management that pays attention to the interconnectivity 
of risk and particularly its transboundary effects merits consideration (see also Figure 2). 

The complexity of the major challenges we as society face, such as environmental 
degradation, climate change and financial crises, are often downplayed or ignored, and 
technical solutions are often preferred over more complex ones including behavioural 
changes (O’Brien, 2018). To successfully address systemic risks, however, requires a 
systems approach that identifies effective places to intervene in systems to reduce risks, 
also known as key leverage points. Interventions may include a willingness and capacity 
to examine the underlying assumptions and premises regarding how societies relate to 
and transform systemic risk. Transformability, as defined by Westley et al. (2011), is: ‘the 
capacity to create untried beginnings from which to evolve a fundamentally new way of 
living when existing ecological, economic and social conditions make the current system 
untenable.’ O’Brien and Sygna (2013) argue that, to achieve sustainable systems in the 
context of systemic risk, the three related and interacting ‘spheres’ of transformation – the 
practical, political and personal – must be considered and simultaneously addressed (see 
Figure 3). 

The practical sphere most often involves largely ‘technical responses’: enhancing 
knowledge and expertise, promoting innovation, improving management and changing 
behaviour. The political sphere consists of systems, structures and processes (e.g. social 
and cultural norms, rules, regulations, incentives and infrastructure) that reflect how society 
is organized, how systems function and how systemic risks are managed or addressed. 
The political sphere is where collective action and political processes can challenge the 
vested interests and power relations that maintain systems and structures intact. Inertia in 
this sphere may also be caused by sticking to solutions that have functioned well earlier in 
other contexts but that are no longer pertinent to current challenges. The personal sphere 
includes the individual and shared beliefs, values, worldviews and paradigms that influence 
attitudes and actions. These shape individual and collective views of the systems as well 
as perceptions and attitudes associated with systemic risks, which in combination can 
often explain preferred strategies for practical transformations (O’Brien and Sygna, 2013). 
Therefore, it is in the practical sphere where we tend to observe and measure whether 
systemic risk is reduced. But whether those actions are the right actions, and whether they 
succeed, depends on what happens in the political and personal spheres. Addressing 
systemic risk in only one or two of the spheres will likely not result in transformative change 
towards reducing systemic risks. Considering all three spheres in conjunction affects how 
we perceive and recognize the different elements of the system and how we design and 
communicate solutions for reducing systemic risks.
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FIGURE 3: Three spheres of transformation (from O’Brien and Sygna, 2013).



INFORMATION NEEDS: WHAT DO WE 
NEED TO KNOW ABOUT A SYSTEM?

3.1 System elements and boundaries 

Systems include different sub-systems, components, elements or actors with diverse 
interactions and relationships between them. Setting system boundaries and defining 
what is considered inside or outside a system depends, for instance, on the scientific, 
decision-making or governance context, and is often needed to reduce complexity and 
enable us to describe and model a system. As illustrated in Figure 4, a system is generally 
assessed according to its elements within defined system boundaries (endogenous 
system components) and elements outside the system boundaries (exogenous system 
components) that can either directly or indirectly affect elements within the system. For 
instance, a simple model of the global food system would consist of production, storage, 
consumers and a trade network. Not all system elements may be known or can be 
measured and modelled. This is particularly true for the trans-contextual relationships 
between the elements or actors in the system, such as the interaction and behavioural 
patterns and norms of local farmers and other actors or stakeholders (e.g. Aaheim et al., 
2022; Franzke et al., 2022).

When trying to model a system, it is crucial to have knowledge and data about the elements 
and a definition of the system boundaries for the purposes of the analysis. If boundaries 
are drawn too narrowly, important feedback loops or cascading effects can be missed, 
thereby underrepresenting systemic risks. This is schematically shown in Figure 4, where, 
for instance, important elements within system boundary 2 are ignored if the model only 
operates within system boundary 1. A real-world example of a complex system, discussed 
in Nagabhatla et al. (2021), is the shrinking of Lake Chad Basin. This has had multifaceted 
consequences both directly and indirectly, including forced displacement, violent conflicts 
and political instability across the Sahel. The water–migration–conflict and climate change 
impacts are influencing regional governance strategies, particularly those related to 
cross-border agendas of water management, governance operations and water sharing. 
Empirical data collection has brought insights into the multifaceted spill-over effects of 
conflict and migration in a complex sociocultural context. A better understanding of the 
cross-boundary effects as well as state and customary water-sharing norms are now 
guiding the current and future regional discourse on hydro-diplomacy in the region. 

In general, broader system boundaries can capture more interactions and better characterize 
systemic risk, but also increase complexity and uncertainties when trying to model the system. 
In this context it is important to note that the definition of system boundaries either follows 
certain assumptions and perceptions about the system and its elements, or is tailored with 
respect to the complexity of the research question. However, as these decisions can affect 
the results of modelling, they need to be thoroughly documented and motivated.

Given the uncertainties and complexity involved in identifying and then analysing systemic 
risks, no streamlined approach will capture its complexity (Page, 2015). A trans-contextual 
perception is necessary, accepting (rather than suppressing) all contexts, and can be 
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FIGURE 4: Illustration of the nature of systemic risk and how it can be captured in model approaches. All models 
of systemic risk explicitly represent only a sub-system of a larger and complex interconnected system (displayed 
here as endogenous components and interactions in blue), with simulations additionally driven by  assumptions 
(exogenous elements and interactions in orange) that indicate the responses of components not directly modelled. 
Systems extend beyond components, and interactions not explicitly modelled or considered (e.g. unknown or 
trans-contextual information) are typically assumed to be non-responsive (in grey) in the model. A key challenge 
for systems planning is to determine which elements must be represented, whether explicitly or via scenario 
assumptions, and which can be practically assumed to be non-responsive. Expanding from a narrower perspective 
(system #1) to a more expansive perspective (system #2) allows for the representation of potentially important 
key system risks icluding cascading risks, compound risks and feedback loops. Shocks or events affecting system 
elements can be endogenous or exogenous to the system or system boundaries considered.

built in an open and inclusive process of widening perception by including a broad set of 
stakeholders (e.g. when developing national risk assessments) that can in turn increase 
trust and buy-in by decision-makers. This will only be achievable over time and in an iterative 
process that essentially constitutes an adaptive and integrative approach using multiple 
lines of evidence and models. Toolbox approaches, comprising a range of methods and 
different types of quantitative and qualitative information, may be promising in that they 
typically link methods and models in a way that highlights the essential complex nature 
of systemic risk analysis, especially the emphasis on multiple entry points. A toolbox 
approach may shift the emphasis from a single means of analysis to an understanding that 
systemic risk problems are essentially multifaceted and require a multitude of approaches 
and methodologies. 



3.2 The role of quantitative data and models

Quantitative information is central for developing a better understanding of systemic risk. 
It can be in the form of data that can describe multiple dimensions of hazards, exposure 
and vulnerabilities, but also general societal and environmental conditions as well as 
factors in space and time. Such understanding is necessary for an informed identification, 
prevention, preparedness and reduction of associated harm, for instance by developing 
novel preventive risk management approaches, establishing early warning systems, 
forecast-based financing and emergency plans (Merz et al., 2020). Recognizing that there 
are considerable differences in the nature and availability of quantitative data for hazards, 
exposure and vulnerabilities, the value of quantitative data can be described as follows: 

n First, these data can be explored to improve the understanding of past hazard or 
 impact events and quantify how a certain risk has materialized in actual damage or loss 
 (i.e. building empirical evidence for systemic risk and its consequences); 
n Second, availability of calibrated socio-economic vulnerability data (e.g. gender, age) 
 and sources of structural inequality can provide insights into the root causes  of 
 systemic risk; 
n Third, quantitative data can be used to calibrate models, which are deduced from 
 existing theory;
n Fourth, as well as underpinning early warning and forecasting tools, data also help 
 model proactive and reactive interventions, which allow adaptation, risk reduction and 
 resilience strategies to be identified and informed (see Box 3).

Data-driven or empirical approaches are important to build coherent and robust theory; 
however, a lack of data and theory makes model development challenging. In the context of 
systemic risk, a shift in perception from elements to patterns, and from interconnectivity to 
interdependence, is necessary. This requires a shift in what data are considered relevant to 
support modelling systems. Modern statistical inference and machine learning, for instance, 
only yield generalizable results when sufficient data have been collected under a variety of 
conditions and are most reliable when the system in question exhibits a certain degree of 
stationarity, effectively ignoring the dynamic nature of systems. Statistical models must be 
calibrated to multiple environments and validated against independent data samples when 
their aim is to generalize their application. Statistical models are constrained by the degree 
to which the relationship between different elements can be statistically described and 
they require a sufficient overlap between the range of the training data and the intended 
application; thus their applicability might be limited. However, depending on the application, 
mechanistic models may help to reduce the risk of wrong statistical inferences, as their 
internal causal structure is predefined according to our physical understanding that is valid 
even under altered conditions such as a warmer climate (Reichstein et al., 2019). 

Finally, approaches that require configuring, to realistically represent a system within a model, 
and parameterizing, to represent relevant processes in dynamical models, are likewise data-
intensive. For instance, no epidemiological model, no matter how detailed the underlying 
theory is, can be applied without proper calibration against field data and representation of 
the existing populations. In other words: data scarcity, in terms of availability, accessibility 
and level of necessary detail, limits both empirical and theory-guided model development for 
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representing systemic risk. Even if data have been collected for relevant hazards, exposure 
and vulnerability within the defined system boundaries, their comparability and interoperability 
is typically limited. Further, regions that are most vulnerable to climate-related hazards, for 
example, often lack the infrastructure necessary for reliable data collection and maintenance 
(Sillmann et al., 2018; Harrington and Otto, 2020). 

While quantitative data plays a crucial role in development of models and theories, it will 
never be enough to understand the full extent and complexity of systemic risk (see also 
the role of trans-contextual information, below), so models and theories ultimately will 
need be modified to accommodate new data and information as it becomes available. 
Meanwhile, there are quantitative methods allowing the use of scattered (incomplete) data 
and uncertainties in risk assessments, and they can assist in policy-making by highlighting 
basic features of systemic risks when sub-systems data are incomplete (e.g. Behrens et 
al., 2021; Moe et al., 2021).

3.3 Model and data needs for different applications

Advanced statistical tools can be useful to model systems and infer causal structures 
across variables if large datasets are available (for instance, from Earth system models). 
Multivariate statistical tools are particularly important to identify significant relationships 
among variables (such as through Copula models) (Naqvi et al., 2020). Novel causality 
methods have been introduced recently and allow for distinguishing common and indirect 
drivers and are useful for hypothesis testing (Pearl, 2000; Peters et al., 2017; Runge et al., 
2019). Going beyond classical correlation analysis, they provide strength, direction and 
lead–lag information on relationships when provided with time series of suitable resolution. 
However, causal inference methods can also be used to quantify complex relations when 
confounding factors, such as socio-economic conditions, vary in space. In the context of 
early warning systems, such inferences will increasingly play a role in determining reactive 
and proactive responses. However, these advanced statistical models will only be as 
good as the data and knowledge that goes into the models, given that some elements or 
relationships cannot be captured and that the system boundaries are subjectively drawn. 

Model approaches can also be used to forecast and project hazard conditions that trigger 
cascading impacts and systemic risk. Examples of modelling domino effects are: 

1. Modelling disruptions causing secondary effects in urban guided transport systems 
 faced by flood hazards (Gonzva et al., 2017);

2. Domino effects triggered by natural hazards, such as the 2007 Texas liquid petroleum 
 gas fire (Naderpour and Khakzad, 2018);

3. Vulnerability of the oil and gas sector to climate change and extreme weather events 
 (Cruz and Krausmann, 2013);

4. Extreme weather impacts on freight railways in Europe (Ludvigsen and Klæboe, 2014).
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Building, verifying and validating an accurate model for predicting an extreme weather 
event will require data with specific temporal and spatial resolutions describing the state 
of the Earth system, such as the atmospheric profile and circulation characteristics of the 
weather hazard (Marotzke et al., 2017). Accurately modelling its impact on society relies 
on data describing the exposed and vulnerable societal systems. This can be expressed 
as, for instance, demographic statistics, tolerance stability of a dam and other data from 
civil engineering, insurance systems or availability of health services (Raymond et al., 
2020; Simpson et al., 2021). For impact modelling, diverse perspectives are required to 
ensure that no impact is underrepresented, as risks and impacts can be heterogeneously 
distributed (e.g. on different vulnerable populations) (DeFries et al., 2019).

In situations with many potential outcomes, for instance if climate models disagree on 
the signal of climate change in a specific region (e.g. West Africa getting wetter or drier) 
due to large uncertainties in representing climate variability, the mean response might not 
be a reliable quantity for risk assessment as it tends to underestimate the associated risk 
(Hazeleger et al., 2015). Storyline approaches have proven useful in such situations as they 
permit scenarios about unlikely but plausible outcomes and allow a system to be ‘stress-
tested’ by considering a particular set of assumptions regarding the hazard, exposure and 
vulnerability of its elements and relevant relationships among them (Raymond et al. 2020, 
Sillmann et al., 2021; Young et al., 2021). A similar approach is the use of ‘war games’, 
which are based on systems and game theory and constitute a method of scenario planning. 
War games anticipate decision-making under stressful conditions that may drive system 
responses beyond traditional management expectations. They were most prominently used 
by military strategists during nuclear strike exercises, executed under the premise of ‘thinking 
the unthinkable’ (Kahn, 1962). Models are only able to capture system connections and 
responses that are directly represented or result from well-configured interactions; however, 
simulations of grand challenges, such as climate change, are often constrained by limitations 
in process representation and scenario components (DeFries et al., 2019).

3.4 The need for trans-contextual information 
complementing data and modelling

For each ‘risk decision’ and ‘risk decision-maker’, it is the existence of implicit, unconscious, 
inflexible and largely invisible habits that reinforces a worldview of ‘solving and fixing’ and 
‘separating and controlling’. These habits that all people use to make sense of their world 
actually constrain the possibilities for a wider perception and a better understanding of the 
systemic nature of risk, and therefore our ability to transform systems. This fundamental 
challenge of the limitations of perception cannot be addressed directly by quantitative 
data (Bateson, 2016). Locally varying societal value and belief systems, as well as objects 
and locations with religious, spiritual, cultural or emotional value, can trigger conflicts and 
motivate decisions that might not seem reasonable according to available data (e.g. people 
deciding not to migrate out of an area facing increasing flood risk). Thus, relational and 
trans-contextual information is needed to understand the personal and political spheres 
within a system (e.g. Nagabhatla et al., 2021) and a dynamic interaction between ‘spheres 
of transformation’ seems to be essential in reducing systemic risk (cf. Figure 3). Relational 
and trans-contextual information is described as ‘a specific kind of information about 
the way parts of a complex system (e.g. members of a family, organisms in the oceans, 
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institutions in a society or departments of an organization) come together to give vitality to 
that system’ (UNDRR, 2019). By contrast, data – as usually considered for the purposes 
of modelling and described in the previous parts of section 3 – will describe only the 
parts. The relational and trans-contextual information describes their interplay in context, 
illustrating and explicitly considering the vital and dynamic relationships among the parts 
of a system.

The value of trans-contextual information, in the process of identifying and responding to 
the systemic nature of risks, is that it allows for an educated interpretation of all available 
information while considering aspects that are challenging or impossible to quantify. In 
addition, it is crucial to move from response thinking to system thinking, including relational 
and contextual information. As with all risks, cultural and social contexts matter. Risk 
perceptions can be amplified or attenuated due to a variety of factors such as perceived 
distress, familiarity or lack of controllability (Slovic, 1987; Renn et al., 1992; Breakwell, 
2014; Siegrist and Árvai, 2020). These qualitative risk factors, i.e. attributes that people 
associate with risks, may lead in combination with intuitive heuristics, biases and social 
communication to a disconnect between people’s concern and perception about risks and 
the actual risk in terms of impact measured or measurable by statistical or experimental 
analysis (Renn, 2005; Ropeik, 2010; Raue and Scholl, 2018; Siegrist and Árvai, 2020). 
The ultimate goal should be to bring these different elements of information together (as 
illustrated in Figure 3). 

It is critical now to find new strategies that enable better understanding of the systemic 
nature of risk within dynamic societal and environmental contexts. Complex decision-
making environments require the ability to allow all, or as many as possible, of the different 
contexts to be perceived. Not just those that are convenient to expedite a decision, 
such as only focusing on the economic outcomes (e.g. gross domestic product as a 
proxy for socio-economic wellbeing). Due to the comparatively rigid nature of our habits 
within a scientific worldview, decisions routinely exclude or eliminate various contexts. 
The challenge then is how to break free from dualistic decision-making approaches and 
become accustomed to examining our habits.

There is a range of emerging practices exploring how to better understand and navigate 
the shifting contexts of the systems in which risk management decisions must be made. 
These emerging practices are focused on generating spaces for challenging hard-wired 
habits and building new approaches to address risks. By holding spaces to relinquish 
certainties that are constrained by experience, and by shifting perceptions, new ways of 
learning and knowing about the systemic nature of risk become available.

Examples of these inclusive, collaborative approaches already exist in different regions 
and contexts, where a trans-contextual format is used to explore complex problems 
and to generate the potential to understand systemic patterns through mutual learning 
(e.g. Kontar et al., 2021). This approach could usefully be combined with a data-driven 
approach that provides opportunities from retrospective to prospective, such as learning 
what will prevent systemic risk from being constructed or created before an event, as 
done for instance in collaborative ‘hackathons’ to co-produce knowledge on local climate 
adaptation governance (Kvamsås et al., 2021) (see also Box 3).



OPPORTUNITIES FOR RESEARCH AND 
GOVERNANCE OF SYSTEMIC RISK
Governance and management of systemic risk differs significantly from the traditional 
approach of risk management, which is generally sector-focused and response-oriented 
(Frank et al., 2014). Given its nature, the governance of systemic risk inherently requires 
inter- and transdisciplinary approaches and trans-contextual perception in identifying the 
drivers and the involvement of a wider sets of stakeholders to address them (Schweizer, 
2021). Opportunities to address systemic risk require connecting research, policy and 
action under consideration of the three spheres of transformation: the practical, political 
and personal spheres, as illustrated in Figure 3. This section discusses the opportunities 
to address systemic risk through the prism of three interconnected themes: the data–
policy gap, activation of the policy field, and multiple resilience dividends from addressing 
systemic risk.

4.1 Bridging the data–policy gap

Below are several issues which affect the data–policy gap, highlighting the need to engage 
in transdisciplinary activities to generate data and translate that data into knowledge for 
decision-making. It is important to consider that there are few studies that consider the 
use of data with regards to systemic risk. 

Data interoperability is one of the challenges in risk reduction, acknowledging that 
while there is a proliferation of data and it offers many opportunities, the availability of 
data itself does not ensure its use (Migliorini et al., 2019). Interoperability here refers to 
fundamental differences in data collection methods, datasets and information sources, 
based on the methodologies of different disciplines and their use in assessing risk. For 
example, the CODATA initiative (Migliorini et al., 2019) has identified four reasons why 
data interoperability remains a challenge in disaster risk reduction. First, there are many 
actors involved, which means that there are multiple languages, perspectives and systems 
that need to work together. Second, there is a need to link policy goals with specific sets 
of data and analysis. The third factor relates to the process of data collection and data 
quality assessment, acknowledging what type of data can be obtained, issues related 
to its reliability and completeness, use and application (see section 3). The fourth issue 
relates to the temporal nature of emergency relief and longer-term disaster risk reduction. 
Given the differences in the timeline of activities, there is a need for different types of data 
and for this data to be linked to forecasting capacities and disaster recovery (see Figure 
7 and Box 3). With regards to systemic risk, all these four issues may become even more 
complex, as systemic risk can span geographical, sectoral or other boundaries (e.g. Figure 
4), introducing challenges not only in data collection but also in policies addressing it. 

4
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BOX 3 
Case study: Anticipatory action before the tipping point 
in Bangladesh (OCHA, UNRCO (Bangladesh), Anticipatory Action 
Pilot, 2020)

The example of anticipatory action in Bangladesh illustrates how local interventions could be designed 
to predict the probability of breakdowns at one leverage point of a system to mitigate systemic risk. 
Bangladesh is one of the most vulnerable countries to climate-related disasters, especially monsoon 
flooding from March to September. The risks, ranging from natural hazards such as floods to damages 
to farms and the food system, are spread across sectors and different levels of society in Bangladesh, 
from the poverty line of individuals to households’ economic situations to the overall development of the 
nation. How can interventions be set up to mitigate systemic risks? The key is to be prepared through 
early engagement across scales and sectors, such as forecasting technology, early warning systems, 
intervention selection and design, and to engage local communities across social groups and partnerships 
to coordinate the forecast-based early intervention to mitigate systemic risks using anticipatory action. 

FIGURE 5: Example of moving from a traditional response to anticipatory action using available information from forecasting and 
decision-making models based on qualitative and quantitative data to avoid ripple effects in the humanitarian sphere.
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One concrete intervention was the forecast-based financing for rapid disbursement of funding for 
anticipatory actions, as shown in Figure 5. This is designed to reach people before flooding and reduce 
systemic risk. Targeting the most vulnerable in areas affected by floods, where millions of people are 
living at or below global poverty levels, the Central Emergency Response Fund set aside up to USD 5.2 
million to be released in two tranches to incentivize anticipatory action for monsoon-related flooding, 
with a first pre-activation (or readiness) trigger with a 10-day lead time to cover essential readiness 
activities, and a second stage of activation trigger when the water level is forecast to reach government-
defined danger level within 5 days. In 2020, forecast-based anticipatory humanitarian action was piloted 
to address the cascading impacts of flooding. On 4 July 2020, severe floods were forecasted from 18 
July and anticipatory actions were triggered. Extensive learning and evaluations from the anticipatory 
actions before the first peak of the 2020 monsoon flood builds a basis for the improvement of the 
learning process. The learning process is illustrated in Figure 6 and this feedback loop could be applied 
on different scales.

BOX 3 Continued...

Timescale: ranges from days to decades

Forecast
Projection

Trigger
Warning

Anticipatory actions Intervention Monitoring

Evaluation

Learning

Process learning: known challenges and limitations

FIGURE 6: The iterative learning process for mitigating systemic risks.

The emergence of the co-design of research and practice, as well as the use of citizen 
science (engaging citizens in data collection), have become more common. Low-cost and 
robust technologies enable the collection of extensive and often real-time information for 
risk management (Paul et al., 2017; Yao et al., 2021). These approaches work best when 
their purpose and the motivations of all partners are clearly defined, as suggested by 
Mercer et al. (2008). Engaging citizens in this way has the potential to enhance knowledge 
creation, as well as analysis and interpretation of information, leading to education and 
empowerment of communities, which are often ignored in traditional knowledge generation 
(Paul et al., 2018).
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When engaging with stakeholders across different levels, it is important  to recognize that 
there are fundamental ethical issues around data ownership which need to be addressed. 
This ownership issue is important when considering what types of data count, given the 
multi-epistemic nature of systemic risk. It is also important to account for epistemic justice 
and data sovereignty (Walter, 2021), as in: ‘who owns data and can give permission for 
the data to be used?’; ‘who ultimately owns the results?’; and ‘how can one ensure the 
socially beneficial uses of data?’ A key activity in engaging stakeholders is to build data 
literacy in different types of action learning environments and train data translators for 
specific contexts, recognizing that there are always context-specific issues that need to 
be considered.

4.2 Activating the policy field: governance of systemic risk

Given the systemic nature of risk, it is imperative that governance approaches are receptive 
to innovative analytical methods that engage a broad range of stakeholders. Addressing 
systemic risks through principled policies and instruments is challenging, as current risk 
governance systems are not designed to deal with these non-conventional problems 
that require a more future-oriented exploration than that achieved with regular planning 
timeframes. Moreover, they require a broader framing of risk and a wider perception 
beyond conventional systems boundaries.

To address systemic risk through policy and governance, there is a need to foster system 
thinking and to engage a wide variety of stakeholders in the efforts to map risk, as well 
as in identifying policy measures to deal with systemic risk in an anticipatory way to avoid 
realization of risk (e.g. Box 3). These processes can be advanced through education 
and continued emphasis on connectedness and interrelations. As mentioned above, 
storylines or storytelling approaches are increasingly being tested and enhanced to 
include stakeholders and explore the option space for decision-making (e.g. Sillmann et 
al., 2021). There are numerous research methods, including causal loop modelling, which 
can be used to highlight the complexities of systemic risk to illustrate emerging issues 
(Groundstroem and Juhola, 2021). 

For example, the International Risk Governance Centre (IRGC) (Florin and Nursimulu, 
2018) devised a structured process for exploration, envisioning the co-development of 
management strategies for systemic risk based on iterative learning organized around 
seven steps (see Figure 7). Step one includes exploring the system to define its boundaries 
and dynamics. The second step involves the development of scenarios to identify possible 
ongoing and future transitions. Step three consists of determining goals and the level of 
tolerability for risk and uncertainty that is acceptable for the stakeholders. In step four, 
stakeholders can be involved in co-developing and assessing management strategies 
dealing with each scenario. Step five allows stakeholders to address unanticipated barriers 
and sudden critical shifts that may arise when dealing with systemic risk. Steps six and 
seven include deciding, testing and implementing strategies as well as monitoring them 
in order to learn to review and adapt again. Stakeholder engagement is a key element 
throughout the governance process (IRGC, 2020) (see Figure 7). 



24 SYSTEMIC RISK: 
BRIEFING NOTE

FIGURE 7: IRGC’s guidance for the governance of systemic risks, comprising seven interlinked steps (Florin and 
Nursimulu, 2018).

4.3 Decision-making: multiple resilience dividends from 
addressing systemic risk

The identification of co-benefits that may emerge from different policy fields can strengthen 
the ability of society to withstand shocks emerging from systemic risk. Motivating increasing 
investments in resilience has been very difficult. The perceived trade-offs can be partially 
overcome if multiple benefits are considered.
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Various approaches have been proposed that consider multiple resilience dividends 
and thus go beyond the standard rationale of reducing downside risk only (Mechler and 
Hochrainer-Stigler, 2019). One such example, the ‘triple disaster resilience dividend’ 
approach (Surminski and Tanner, 2016), suggests that risk and investment policy should 
focus on deriving dividends as follows:

1. Avoiding and reducing direct and indirect downside risk;

2. Unlocking socio-economic development through reducing background risk that 
 impedes development (e.g. through enhanced insurance and social 
 protection schemes);

3. Generating resilience co-benefits that generate ‘returns’ that are not dependent on the 
 occurrence of specific shocks (e.g. building resilience in health systems).

To inform such systemic decision-making at various scales, applied decision support tools 
for systemic resilience capacity measurement have been proliferating. One example, the 
Flood Resilience Measurement for Communities framework and tool (Keating et al., 2017), 
is being used globally by non-governmental organizations, in conjunction with communities, 
to scope out a multitude of resilience benefits. Co-generating resilience in this context 
means studying the interaction of development and flood risk to identify resilience strengths 
and weaknesses, both before and after actual events. It also provides overall support for 
crafting solutions with communities to minimize weak links and maximize strong links in 
interconnected (local) systems.



CONCLUSIONS AND 
RECOMMENDATIONS
To conclude, systemic risk challenges established compartmentalized approaches to 
risk analysis and risk governance. It is evident that moving towards more anticipatory 
and inclusive approaches is essential to understand and address systemic risk. In the 
following, key messages from this Briefing Note and recommendations for further 
collaboration among research, policy and practice are organized around the main steps of 
a risk governance cycle. 

5.1 Systemic risk analysis

1. Traditional compartmentalized approaches towards analysing and governing systemic 
 risks as isolated components are inadequate, and need to be augmented by anticipatory 
 approaches inspired by systems thinking to reduce adverse systemic risk outcomes. 

2. Systems thinking implies embracing complexity and uncertainty, and revealing complex 
 interconnections and relationships that recognize values, vulnerability and social justice. 
 Systems thinking is also fundamental for understanding the dynamic, complex moving 
 parts that make up a resilient society,  including their points of intersection. 

3. A major challenge for analysing systemic risks is the issue of focus. Systemic risks 
 speak to transboundary drivers and impacts across systems. Therefore, analysts must 
 be specific about their choices regarding the system under consideration and what it 
 incorporates (also including what is unclear or unknown about the system), its 
 boundaries and transboundary effects, with due reflection on methodological choices 
 and assumptions. 

4. Adaptive and integrative approaches using multiple lines of evidence can lead the way 
 for systemic risk analysis. Integrating a range of methods and different types of 
 quantitative and qualitative information can help highlight the essentially complex nature 
 of systemic risk and identify multiple entry points for addressing risks. Being adaptive 
 means instilling active learning processes such as acting early, assessing regularly and 
 adapting continuously.

5.2 Systemic risk management

5. Current emphasis on individual hazard and risk assessment dominant in the geoscientific 
 community needs to be shifted to a transdisciplinary system analysis with action-
 oriented research on disaster risk reduction, co-produced with multiple stakeholders, 
 including policy-makers (Ismail-Zadeh et al., 2017). Decisions on risk reduction and 
 recovery measures require trade-offs based not only on cost-effectiveness but also 
 resilience and sustainability (Sarkis et al., 2020; Trump and Linkov, 2020). These trade-
 offs need to be communicated to the respective stakeholders as part of an integrative 
 and iterative appraisal approach.

5
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6. Locally varying societal value and belief systems, locations, or objects with religious, 
 spiritual, cultural or emotional value can motivate decisions but also trigger conflicts. 
 Thus, relational and trans-contextual information is needed to understand the personal 
 and political dimensions of a systemic risk. This includes revisiting how we collect, 
 consider and analyse data and bring in trans-contextual perceptions and information. 
 Providing equitable access to risk knowledge is essential for fostering trust and 
 participation as well as engaging and supporting people to understand and use risk 
 information effectively.

5.3 Systemic risk agency

7. The governance of systemic risks requires interdisciplinary and cross-sectoral 
 cooperation and engagement from scientists, regulators and stakeholders from private 
 and public spheres (Renn et al., 2019; Schweizer, 2021), as well as wider considerations 
 of intergenerational and polycultural dimensions of governance.

8. Communication and knowledge sharing with stakeholders is crucial for information 
 generation and analysis as well as risk governance. Therefore, communication and 
 knowledge sharing with stakeholders should be facilitated iteratively throughout the 
 risk governance process (Kontar et al., 2021). This should be balanced by global 
 public diversity in numeracy and in particular comfort with probability, uncertainty 
 and risk. Problem-solving competencies should be strengthened through training and 
 education in systems thinking (AIDR, 2021).

9. Organizations, including international institutions and donors, need to adopt systems 
 thinking and systems approaches when working across disciplines. Systems thinking 
 will also help such organizations engage and interact with stakeholders to advance 
 science to better meet societal needs and global policy agendas, such as the Paris 
 Agreement, the Sustainable Development Goals and the Sendai Framework.

It is upon us – researchers, policy-makers, societal actors and citizens of this planet – to 
take responsibility for implementing these points across scales, from local to global, and 
across the practice, political and personal spheres, to build a resilient society on a healthy 
planet that can manage, reduce and respond to systemic risks.
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